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Industry Unites to Address Vulnerabilities

By
Tom Moore

CRA Reports

In the wake of last year’s terrorist attacks, government agencies and private industry
have redoubled their efforts to ensure the safety of citizens and the public and private
infrastructures on which advanced societies depend.  While the aviation industry has
been in the spotlight, other sectors, including the water supply industry, also are
increasing their focus on security issues.

The water utilities industry—including utilities, government agencies, industry
associations as well as private technology and engineering firms—is taking steps to
ensure that the nation’s public water supply is protected from threats that may arise from
either natural causes or criminal activity.  A primary focus has been to ensure reliable
channels of communication between all parties.

“What is needed—more than anything else—are clear lines of communication
between utilities and law enforcement officials with regard to potential
vulnerabilities.  By helping each other identify potential vulnerabilities utilities are
able to address vulnerabilities in a quick coordinated fashion—by preventing
attacks and developing response plans that limit damage from attack,”  says Jeff
Rosen, Vice President of Environmental Information Systems at Fairfax, Va.-
based Soza and Company, Ltd.

The water industry’s response to the need for enhanced communication capability has
been based in part on Presidential Directive 63 (PD63), “Critical Infrastructure
Protection,” which was issued in May, 1998.

“As a result of advances in information technology and the necessity of improved
efficiency…infrastructures have become increasingly automated and interlinked.
These same advances have created new vulnerabilities to equipment failures,
human error, weather and other natural causes, and physical and cyber attacks.”

In spelling out guidelines for government and private sector responses, PD 63 set a May
2003 deadline for the public and private sectors to have infrastructure programs, policies
and systems in place.

Because most water resources are managed at the state and local level, there has been
considerable effort to develop systems to ensure reliable and information-rich
communications among all levels of government—local, state and federal.
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“Some of the things that have to be considered are integration with emergency
response plans and integration with national-level security, specifically with the
Federal Bureau of Investigation and the National Infrastructure Protection
Center—whose creation was authorized by PD 63,” says Rosen

In addition to addressing communications, extensive training also has been part of the
industry’s response.

The American Water Works Association Research Foundation (AwwaRF) last year
launched an extensive seminar series to train water utility personnel in a security
methodology developed for the industry by the U.S. government’s Sandia National
Laboratories.  The Vulnerability Assessment Methodology lays out guidelines for security
reviews and for decision-making.  Executives from more than 100 water utilities have
either participated in the seminar or are scheduled to do so.

“The foundation fast-tracked the completion of the project in response to the
heightened state of alert following September 11. The methodology and
workshops allow utility managers to tailor the vulnerability assessment to their
specific system and invest their resources wisely,” explains James F. Manwaring,
executive director of the American Water Works Association Research
Foundation (AwwaRF), based in Denver.

PD 63 also authorizes the creation of the National Infrastructure Assurance Council, a
panel of major infrastructure providers and state and local government officials.  The
council’s mandate is to foster cooperation between the public and private sector and
report on the status of infrastructure protection “as appropriate.”

Along with coordination among governmental and non-governmental bodies, training
and development of programs, technology is playing a role in protection of the water
utility infrastructure.  Information technology, for example, is enabling improved
organization and easier access to information about the infrastructure operations of
water treatment plants.

“Water utilities are getting a better handle on operating details.  Real-time
knowledge of these details allows them to be more sensitive to changes that may
represent problems or attacks,” concludes Rosen.
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About the Sponsor:

Soza & Company, Ltd.

SOZA: A Catalyst for Water Industry Security Programs

Through several operating companies, Soza & Company, Ltd. (SOZA) has been a
leading force in the water utility industry’s ongoing efforts to address risks faced by water
supply agencies.

Technology Planning and Management Corp. (TPMC), a SOZA company, is leading the
public/private sector team that is developing the requirements analysis for the water
infrastructure industry’s Information Sharing and Analysis Center (ISAC).  The ISAC’s
creation was authorized by Presidential Directive 63, issued in 1998.

SOZA’s TPMC is working closely with the Association of Metropolitan Water Agencies to
develop the ISAC.  “Our goal is to help the water utility industry to be prepared and to
use effectively both technology and information to help protect the water utility industry’s
critical infrastructure,” explained Jeffrey Rosen, vice president of environmental
information systems, SOZA.

TPMC also is one of five companies that have united to form Secure Water LLC.  Along
with Clancy Environmental Consulting, McGuire Environmental Consultants, The Tippit
Group and Curry Controls, TPMC is able to bring to water utilities the complete spectrum
of disciplines needed to develop risk mitigation plans and strategies.

Based in Fairfax, Va., SOZA delivers solutions to clients in government, industry and
non-profit organizations.  In the past three years, SOZA has performed on more than
230 contracts and 450 task orders, and has received 150 IDIQ contracts from the federal
government.  For more information, visit www.soza.com.


